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What is the EBCA?

TeleTrusT European Bridge CA (EBCA) is a consolidation of individual, equal Public-Key-Infrastructures
(PKI) in a PKI network of trust. It enables secure and authentic communication between businesses, institu-
tions and public authorities.

Why enable trust with certificate lists?

An operating system regularly supports only certain Root CAs, mostly those of public trust centers. In com-
parison, Root CAs of corporate PKIs are not in the operating system and therefore must be manually in-
stalled.

A Certificate Trust List (CTL) is available free of charge to facilitate the installation of Root CAs for communi-
cation partner of EBCA patrticipants. While installing certificate lists the user will be asked to verify the integri-
ty for each certificate via a so-called fingerprint. The EBCA has already applied this procedure: only the
signed list should be downloaded and verified.

The list will then be transferred to a so-called PKCS#7 container, adapted for immediate own certificate di-
rectory. Download current lists and the signature certificate at https://www.ebca.de/en/utilisation-of-the-
ebca/certificate-trust-list/

How can certificate lists be verified and installed?

The electronic signature of CTL can be verified online with your browser without installing reader software
with SecSigner Online Tool. Download of installable CTL is also possible then. A Java Applet will be started
by loading the website. All you need is a Java Plugin version 1.4.2_08 or higher.

SecSigner® Online starten:
https://www.seccommerce.de/en/products-en/secsigner/secsigner-online/verify-signature.html

Learn more about the function of the signature verification and the installation of CTL in the following sec-
tions.
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Instruction on verification with SecSigner® Online

The following images show how the integrity of certificate lists can be verified. The result of this verification
should be known before the installation of CTL, and it should indicate that the signature is valid. (See 4.
step).

After a successful verification the signed file can be extracted from the tool and it can be saved then. Another
instruction on the installation of certificate lists is available.

Before you start

e Call up the verification tool:
https://www.seccommerce.de/en/products-en/secsigner/secsigner-online/verify-signature.html

e Download the file needed to be verified
https://www.ebca.de/en/utilisation-of-the-ebca/certificate-trust-list/

Step-by-step instruction on verification of certificate lists

1. Download .pkcs7 file which needs to be verified.
|| Read signature data - SecCommerce SecSigner &J

E SecCommerce

SecSigner

T Please read the signature from the file;

sterify Digital Press ‘Load signature file’ and load your signature file.

Cancel

SecCommerce SecSigner & / |

2. Select .pkcs7 file from your storage location.

h

Select file - G — ﬁ

Suchen in: |ﬁ Downloads |v| E

[} 130805_TeleTrusT_EBCA_Root-CA-CTL.p7b
[ 130805_TeleTrusT_EBCA_Root.CA-CTLp7ijpkcsT]

£y

Dateiname: |1 30805_TeleTrusT_EBCA_Root-CA-CTL.p7b.pkcs? |

Dateityp: |Alle Dateien [~

I Offnen l‘ Abbrechen |
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3. Load the document associated with the signature
| £| Read signature data - SecCommerce SecSigner &J

IS SecCommeree

SecSigner

T Please read the signature from the file:
Verify Digital Press ‘Load signature file” and load your signature file.
STEIEITE i )  130805_TeleTrusT_EBCA Root-CA-CTL.p7... (DS

= Please load the document associated with the signature: I

fmgmiand load the corresponding document.

SecCOmmerce SecSigner & /

[

4. Select .p7b file from your storage location.

— ——— =

Suchen in: ‘ﬁ Downloads ‘V‘
D 130805_TeleTru sT_EBCA_RootJCA-CT!Ip?hI ‘

D 130805_TeleTrusT_EBCA_Root-CA-CTL.p7b.pkcsT

=

Select file

Dateiname: |1 30805 _TeleTrusT_EBCA_Rool-CA-CTL.p7h |

Dateityp: ‘AIIeDateien ‘v‘
I Offnen I Abbrechen

5. The downloaded file should now be verified. Click on "next".

|%| Read signature data - SecCommerce SecSigner @
i SecConmeree
d seciigner
T Please read the signature from the file:
Werify Digital Press ‘Load signature file” and load your signature file.
Signature Load Signature 130805_TeleTrusT_EBCA_Root-CA-CTL.p7...
- Please load the document associated with the signature: I
I Press "Load signed document’ and load the corresponding document.
| Load Docurnent 130805_TeleTrusT_EBCA_Root-CA-CTL.p7b Diekails i

Press "Mext’, in order to verify the validity of the signature.

SecCammerce SecSigner ®
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6. Control the test result and display the file if the result is positive.
| £| Verify Signature - SecCommerce SecSigner @

IS} SecCommeree

SecSigner

© Result of verification: {3 The signature is valid |
verify Digital Signature from: European Bridge CA 3 :PN
Signature time: 05.08.13 10:51:21 MESZ
akure
~1gnature Cenificate status: Online revocation check not done yet I
Certificate for: Qualified signature with accredited provider

) EUSUE_TeIeTrusT_EEICA_Root—CA—CT

130805_TeleTrusT_EBCA_Root-CA-CTL p7b.pkecs7

SecCommerce SecSigner & /

7. Select one of the options whether the certificate list should be saved or showed. It is advisable to save
the file.

| %] Display a signed document - SecCommerce SecSigner @

IS} ScCommeree

SecSigner

T Display signed document;
130805_TeleTrusT_EBCA_Root-CA-CTL.p7Db

Filename: 130805_TeleTrusT_EBCA Root-CA-CTL.p7b
Size: 24250 byies

Werify Digital
Signature

Use Option SHOW below to display doecument in standard component.

e ——

Shaw

SecCommerce Sec3igner @
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Instruction on installation of CTL
The following images show how certificate lists or certificates can be installed in your own storage.

Before you start

e Verify signed files:
https://www.seccommerce.de/en/products-en/secsigner/secsigner-online/verify-signature.html

e Download unsigned file (if it was not prior extracted):
https://www.ebca.de/en/utilisation-of-the-ebca/certificate-trust-list/

Step-by-step instruction on installation of certificate lists

You are using Thunderbird? Please read further at page 10.

1. Right click on the list needed to be installed.

MName Anderungsdatum Typ GroBe
;] 120424 _TeleTrusT_EBCA Root-CA-CTL.p7b 0i 240430120030 DKCS #T Zartifilar 27 KB
IC} 120424 _TeleTrusT_EBCA Root-CA-CTL.pTb.pk e B1 KB

Zertifikat installieren

2. Start the assistant.

= -
Zertifikatimport-Assisten E :‘i:

Willkommen

Dieser Assistent hilft Ihnen beim Kopieren von
5 Zertifikaten, Zertifikatvertrauenslisten und -sperrlisten
I ; vom Datentrager in den Zertifikatspeicher. I

(o oy P S Al Y e R ENL Lolli__ =__uOl

< Zuriick Weiter > Il Abbrechen

3a. Declare the certificate storage.

' ™

Zertifikatspeicher I
Zertifikatspeicher sind Systembereiche, in denen Zertifikate gespeichert werden,

Windows kann automatizch einen Zertifikatspeicher auswahlen, oder Sie kinnen einen
Speicherort fir die Zertifikate angeben,

() Zertifikatspeicher automatisch auswahlen (auf dem Zertifikattyp basierend)
(@) Alle Zertifikate in folgendem Speicher speichern
Zertifikatspeicher:

Durchsuchen...

< Zuriick ” Weiter > l [Abbrechen ]
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3b. Select the storage "Trusted Root CAs".
Zertifikatspeicher auswahle ]

Wahlen Sie den Zertifkatspeicher, der verwendet
werden soll,

N

rganisanonsyerrauen =
----- 7] Zwischenzertifizierungsstellen

----- ] vertrauenswiirdige Herausgeber

T Mickt vertranenswiirdine Tertifilats
I

["] Physikalischen Speicher anzeigen

[ ok ||| Abbrechen

3c. End the selection of storage.

Zertifikatspeicher
Zertifikatspeicher sind Systembereiche, in denen Zertifikate gespeichert werden.

Windows kann automatisch einen Zertifikatspeicher auswahlen, oder Sie kiinnen einen
Speicherort fir die Zertifikate angeben,

() Zertifikatspeicher automatisch auswahlen (auf dem Zertifikattyp basierend)

@ Alle Zertifikate in folgendem Speicher speichern
—zeriifiaisneicher:

Vertrauenswirdige Stammzer tifizierungsstellen

< Zurlick Weiter = Abbrechen

4. Complete the installation.

| Zertifikatimport-Assiste

Fertigstellen des Assistenten

Das Zertifikat wird importiert, nachdem Sie auf Fertig
stellen” geklickt haben,

=
| ‘;_;./l Sie haben folgende Einstellungen ausgewahlt:

Vom Benutzer gewshlter Zertifikatspeicher G &Ny
< Zurlck iFerb'g stellen I Abbrechen

If only selected certificates from a certificate list should be installed, please follow this instruction.
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Step-by-step instruction installation of single certificates from lists

1. Right click on the list needed to be installed.

Marne Anderungsdatum Typ GroBe

| 120424 TeleTrusT_EBCA_Root-CA-CTL.p7b = —_————— 27 KBl

IE} 120424 _TeleTrusT_EBCA_Root-CA-CTL.p7b. e 31 KB
Zertifikat installieren

2. Open the list of certificates.
- __ CErh'l'gr—lerﬁ'_ﬁhte— \ktueller Benutze: \CAUSERSY

Datei  Aktion Ansicht 7

&= |2E c=HE

Gl Zertifikate - Aktueller Benutzer Ausgestellt fir ‘ Ausgestellt von Ablaufdatum  *
S o \
R UZSEF‘Ek \PO| Zl12r-caeN 12R-CA 1:PN Fr, 25.05.2012
| Zertifikate [5]Bundesbank Root CA 2005 for ... Bundesbank Root CA 2005 for...  Mi, 24.07.2013
4 Ll 2Kl mn | 4
Der Speicher enthalt "C:\USERS! \DOWNLOADS\120424_TELETRUST_EBCA

3. elect the certificate which you wish to install.

F_'_= certmgr - [Zertifikate - Aktuelles BenutzeryCAUSERS

Datei  Aktion Ansicht 7

&= | #1E L 2 HE

[5¥ Zertifikate - Aktueller Benutzer || ausgestellt fur ° Ausgestellt von Ablaufdaturm  *
4 [ CAUSERS \PO| Zl12r-ca PN 12R-CA 1:PN Fr, 25.05.2012
| Zertifikate E4 Bundesbr=l D~~+ £ 9008 £~- 0. tachank Root CA 2005 for... Mi, 24.07.2013
chank Root CA 2010 for.. Do, 24.05.2018
L | S — X L - - A AN AR
R FE T 3| K — 1 r

Hilfe

Zeigt ein Zertifikat an.

4. Start the installation assistant.

Allgemein | Details | Zertifizierungspfad |

| |_a Zertifikatsinformationen N
i -

Zertifikat installieren. . ] | Ausstellererklarung

Weitere Informationen dber Zertifikate

[ ox ]

For further action please read the "Instruction on installation of certificate lists" from step 2 on.
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Step-by-step instruction on installation of certificate lists in Thunderbird

1. Open "Options" in Firefox or Thunderbird.

/ N
| @ Moxzilla Firefox Start Page % \+

& | © Firefox | Search or enter aa c ' Google R ﬂf E :

Cut Copy

- - -

Gouogle - 40 0

— Find Options Add-ons
Stay on top of all the ney
| ] Steyontope |
Mozilla's online news so
Developer
_i ‘ * ® £ Signin to Sync L
Downloads Bookmarks History

Customise (7] (V) |

L -

2. Choose the "Advanced" section and click "Certificated" to use the button "View Certificates".

-
Cptions

General Tabs Content  Applications  Privacy  Security Sync Advanced

Generall Data Chuic&:l Networkl Update [ICEI"EifiCEtESH

When a server requests my personal certificate:

() select one automatically @ Ask me every time

View Certificates | | Validation | | Security Devices |

| ok H e H Help ]

3. Choose "Your Certificates" and click "Import".

-
@ Certificate Manager

I Your CEI”EiﬁCEtESI Peoplel Serverslnuthuritiﬁ_:l O‘thers|

You have certificates fromn these organisations that identify you:

Certificate Mame Security Device Serial Number Expires On

A

View... Backup... Backup All.. Delete...
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4. Search for the loaded pfx-file at your file system and click on "Open".

-

Bibliothek "Dokumente”

EBCA Root-CA-Liste

ElflUﬁZﬁ_Tel elru sT_EBCA_Root-CA-CT

Anordnen nach:  Ordner ~

r B
@ Zuimportierende Zertifikat-Datei ﬁ
- e gy — -
©u7|.-1_ r : . v|‘—.}|| p'
Organisieren = MNeuer Ordner | Bk | - I ] @

Dateiname: 140626_TeleTrusT_EBCA Root-Cv v | PKCS12-Dateien (*.pl2;*.pfx)

)

Offnen |v Abbrechen

5. Enter the password "EBCA".

F ™
Password Entry Dialogue ﬂ

Please enter the password that was used to encrypt this
certificate backup.

Password: wews

o ] [ ot

6. Now all EBCA-Root-CAs were installed. You can find them in the seciton "Authorities".

=
@ Certificate Manager = | El
Your Certificata:l Peoplel Serverd | Autharities | D‘thersl
You have certificates on file that identify these certificate authorities:
Certificate Mame Security Device o=}
4 PKI-1-Verwaltung | s
PCA-1-Verwaltung-11 Software Security Device
PCA-1-Verwaltung-08 Software Security Device
PCA-1-Verwaltung-10 Software Security Device L4
PCA-1-Verwaltung-14 Software Security Device
PCA-1-Verwaltung-09 Software Security Device -
[ View... ] [ Edit Trust... I ’ Import... ] ’ Export... I [ Delete or Distrust...
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